
Avanan Cloud Security

for EDU

"Web Application Attacks accounted for roughly one- quarter of breaches in the 

Education vertica l,? which are m ostly due to the "frequent com prom ise of 

cloud- based m ail services via  phishing links to phony login pages."

?  2019 Verizon Data  Breach Investigation Report
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Instan t  One- Click Dep loym ent

Avanan connects to both Office 365 and G Suite using  an encryp ted  API p rotocol. 

Every Avanan c lient  has a  highly- secure, ded ica ted  environm ent. At  the sam e t im e, 

the Avanan security layer is add it ive to default  security m easures, and invisib le to 

hackers ?  prevent ing  them  from  custom - cra ft ing  a t tacks for spec ific  inst itut ions.

Protec t  Students, Faculty , and Reputa t ion from  Phishing  and Malw are.

Students a re a  highly- vulnerab le popula t ion for hackers. Avanan helps to p rotec t  both them  and the 

inst itut ion from  the cost ly ram ifica t ions of a  b reach.

Facu lt y  have enough work w ith c lasses and research. Passive, p re- inbox protec t ion from  Avanan 

m eans they don?t  even see phishing  em ails. At  the sam e t im e, they can easily report  a t tacks tha t  get  

through to IT, who can use the Search & Destroy?  post- delivery forensic  tools to pull a ll m a lic ious files 

from  the ent ire collabora t ion environm ent in a  few c licks.

Reputa t ion  is the basis of t rust  in the educat iona l system . Avanan helps to p revent  da ta  leakage, 

account  takeover, and com prom ises tha t  extend across file- sharing , em ail, and collabora t ion w ith a  

one- c lick insta lla t ion tha t  is easy on sta ff and budget .

Mult i- Tenancy  Support

Many schools and universit ies have separa te tenants: one for faculty, and another for 

sta ff. The Avanan dashboard  unifies report ing , rem edia t ion, and policy enforcem ent 

in a  sing le pane of g lass. Security Opera t ions and IT team s can m anage and secure a ll 

environm ents w ith one threa t  interface.

Free One- On- One Custom er Support

Learning  shouldn?t  be d isrup ted by phishing  a t tacks and the excessive c lean- up t im e 

tha t  follows. Get  on a  ca ll w ith an expert  to bet ter understand how the Avanan porta l 

can save you t im e, resources, and frustra t ion.
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Secure Your Dom ain

Hacking  a  dom ain  w it h  a  st rong  reputa t ion  m akes 

m a lic ious actors happy . It  helps t hem  m ore easily  

launch fu ture a t t acks. Th is m akes Un iversit ies and  other 

educat iona l inst it u t ions h igh- va lue t a rgets.

The Avanan p la t form  curren t ly  p rotect s facu lt y , 

student , and  a lum ni popu la t ions a t  som e of t he la rgest  

un iversit y  system s as w ell as loca l school d ist r ic t s.

"We rea lly needed a  better solution that could be preem ptive and proactive to phishing and 

m alware a ttacks, versus us going in on the backend trying to clean up after the fact."

Chad Marlow, Direc tor of Opera t iona l Technology

Bethel School Dist ric t
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Patented  technology built  spec ifica lly  for the c loud

Avanan connec ts to your environm ent via  API and scans 

for threats a fter your exist ing  security ?  but before the 

inbox. It  is laser- focused on advanced a ttacks while a lso 

filtering  out spam  and greym ail.

Full- Suite Protec t ion

Manage data  leakage, m alware, and account takeover via  a  sing le threat 

intelligence interface. Robust p rotec t ions extend to file- sharing  and chat.
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