Check Point
‘ ’ Harmony

Email & Collaboration’s QR Code Protections

What Protections are included?

At Check Point, we constantly monitor and track the threat actors and attack trends to keep our
security engines ahead of the attackers. This is why Harmony Email and Collaboration started
scanning links behind QR codes many years ago.

As we see more and more of these QR code attacks, we have improved the way that admins
understand the QR-code-based attacks that are targeting their environments and improve their
ability to report on them. To provide even further protections, we now have enhanced link re-
writing to replace QR codes with new ones that point to a re-written link.
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QR Code Reporting

Within the Portal, the Link Analysis section of the email
page now clearly states when a malicious link is hidden
behind a QR code.

In addition, administrators can filter on all emails with
malicious QR codes through the Custom Queries
(Detect reason contains QR).

Your Recent Whiskey Investment
16 James Phisher <jphisher@geldenops.co.phish>
To: John Smith
Hi John,
This i a confirmation for your recent whishey immestment with us.

Brond: Bowmore 50 Year Old Single Malt Scotch Whisky
tvested sim: 510,000

For details, amendments and refunds, scan the below QR code
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Link Re-Writing

Using URL Emulation and ThreatCloud, HEC replaces
the QR code image in the email body with a different
QR code that points to a safe, re-written link.

This new capability extends the most advanced link
protection in the market to QR codes.

URL Sandbox

Link text = (QR code)
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* Reminder = if you are asked to sign in, use your corporate credentials..
You made a smart decision! 'Wie will make a lot of money together.

Regands,

7
CAPN /- Phicher, CEO
B Golden Opportunities inc.

®
& cHeck POINT

Why is this so Important?
The hottest trend in the world of hackers and
bad actors is “quishing” or QR Code phishing.

Our researchers indicate that nearly every one of our
customers has been targeted with a QR code attack.
We've been protecting against QR code phishing
since 2019.

Q12024



