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SPAM-EGY: Office 365 Credential Harvesting

Office 365 Credential 
Harvesting as a Service
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Integrated Cloud Email (ICE) Security Architecture

EOP ATP

Post-delivery Protection (CESS)

Pre-inbox, Inline Protection (SEG)
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Layers of Defense

Known Threat 
Feeds

Office 365 | G Suite
Indicators of Attack

File and URL 
Sandboxing Tools

Customer Specific 
Internal/BEC ML

Customer Specific
False Positive ML

Customer Specific
SaaS Events
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Known Threat 
Feeds

Office 365 | G Suite
Indicators of Attack

File and URL 
Sandboxing Tools

Customer Specific 
Internal/BEC ML

Customer Specific
False Positive ML

Customer Specific
SaaS Events

Bypass EOP

Bypass ATP

EMAIL Message

🅧 URL

How did this known malicious URL bypass ATP?

This becomes a highly-correlated indicator of attack.

BaseStriker
avanan.com/attacks
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Known Threat 
Feeds
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Indicators of Attack

File and URL 
Sandboxing Tools

Customer Specific 
Internal/BEC ML

Customer Specific
False Positive ML

Customer Specific
SaaS Events

Click-Time
Protection
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The Business of Credential Harvesting

Bypass EOP

Bypass ATP

✅ Convincing EMAIL

Convincing Webpage

Password/Login Handler 
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SPAM-EGY Office 365 “True Login” Release History

Oct 2018 Jan 2019 Feb  2019 Apr 2019 May 2019 Jun 2019 Aug 2019 Jan 2020

“True Login” “Build&Crypt” “Sender Inbox” “Office 365 Page 2020”

$300 Subscription Not For Sale

EOP ▶Sender Bot

ATP ▶ZeroFont ▶BaseStriker ▶ZeroFont.v2 ▶CiteUnseen

EMAIL ▶Office Alert ▶HaaS

WEB ▶Email Autofill ▶Animation ▶Real Logo and Background ▶Auto Customization

LOGIN ▶Validator ▶Remote Attack and Logoff
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ZeroFont

<style>
#xv

color: transparent;
display: none;
height: 0;
max-height: 0;
max-width: 0;
opacity: 0;
overflow: hidden;
mso-hide: all;
visibility: hidden;
width: 0;

}

<font id=“xv”>nx0Z7U</font>U<font id=“xv”>nx0Z7U</font>p<font id=“xv”>nx0Z7U</font>d<font id=“xv”>nx0Z7U</font>a
<font id=“xv”>nx0Z7U</font>t <font id=“xv”>nx0Z7U</font>e<font id=“xv”>nx0Z7U</font>y<font id=“xv”>nx0Z7U</font>o <font 
id=“xv”>nx0Z7U</font>u <font id=“xv”>nx0Z7U</font>r <font id=“xv”>nx0Z7U</font> m <font id=“xv”>nx0Z7U</font>a <font 
id=“xv”>nx0Z7U</font>i<font id=“xv”>nx0Z7U</font>l<font id=“xv”>nx0Z7U</font>b<font id=“xv”>nx0Z7U</font>o <font 
id=“xv”>nx0Z7U</font>x
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ZeroFont

Microsoft’s Natural Language Filters see:

nx0Z7UUnx0Z7Unx0Z7Udnx0Z7Ua nx0Z7Ut nx0Z7Uenx0Z7Uynx0Z7Uo nx0Z7Uu nx0Z7Ur 
nx0Z7U m nx0Z7Ua nx0Z7Uinx0Z7Ulnx0Z7Ubnx0Z7Uo nx0Z7Ux

You see:

Update Your Mailbox
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SPAM-EGY Office 365 “True Login” Release History

Oct 2018 Jan 2019 Feb  2019 Apr 2019 May 2019 Jun 2019 Aug 2019 Jan 2020

“True Login” “Build&Crypt” “Sender Inbox” “Office 365 Page 2020”

$300 Subscription Not For Sale

EOP ▶Sender Bot

ATP ▶ZeroFont ▶ ▶BaseStriker ▶ZeroFont.v2 ▶ ▶CiteUnseen

EMAIL ▶Office Alert ▶HaaS

WEB ▶Email Autofill ▶Animation ▶Real Logo and Background ▶Auto Customization
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ATP Updates

• 2018 October Release
• 2018 December 31
• 2019 February 2
• 2019 April 23
• 2019 April 29
• 2019 June 9
• 2019 June 29
• 2019 August 3
• 2019 November 3 
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ATP Updates: ZeroFont
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ATP Updates: CiteUnseen

Random Text in <cite> code

<cite>n9UDBNakdai</cite>O
<cite>n9UDBNakdai</cite>f
<cite>n9UDBNakdai</cite>fi
<cite>n9UDBNakdai</cite>c
<cite>n9UDBNakdai</cite>e
<cite>n9UDBNakdai</cite> 36
<cite>n9UDBNakdai</cite>5

Microsoft Sees:

n9UDBNakdaiOn9UDBNakdaifn9UDBNakdaifin9
UDBNakdaicn9UDBNakdaien9UDBNakdai 
36n9UDBNakdai5

You See:

Office 365
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ATP Updates: CiteUnseen

Introduction of email and company name makes each email unique.

<cite>n9UDBNakdai-user@company.com&Company</cite>O
<cite>n9UDBNakdai-user@company.com&Company</cite>f
<cite>n9UDBNakdai-user@company.com&Company</cite>fi
<cite>n9UDBNakdai-user@company.com&Company</cite>c
<cite>n9UDBNakdai-user@company.com&Company</cite>e
<cite>n9UDBNakdai-user@company.com&Company</cite> 36
<cite>n9UDBNakdai-user@company.com&Company</cite>5
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ATP Updates: CiteUnseen

⬅ character &#8207 converts reading direction right-to-left

<cite> ⬅ n9UDBNakdai-user@company.com&Company</cite>O
<cite>⬅ n9UDBNakdai-user@company.com&Company</cite>f
<cite>⬅ 9UDBNakdai-user@company.com&Company</cite>fi
<cite>⬅ n9UDBNakdai-user@company.com&Company</cite>c
<cite>⬅ n9UDBNakdai-user@company.com&Company</cite>e
<cite>⬅ n9UDBNakdai-user@company.com&Company</cite> 36
<cite>⬅ n9UDBNakdai-user@company.com&Company</cite>5
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ATP Updates: BaseStriker
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ATP Updates: Signature

From: "Redacted.com"

To: David.Smith@redacted.com
Subject: David Smith Urgent: Your Account Termination Request

<!DOCTYPE html> <head> <!----------- This Letter By SPAM -EGY   ICQ: @SPAMEGY ------------- -->  
<body>  

<div> 
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SPAM-EGY Release Video Channel 

Video Proof Of New 
Bypass Techniques

Demonstration of New 
Features
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ATP Updates: Signature
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SPAM-EGY Office 365 “True Login” Release History

Oct 2018 Jan 2019 Feb  2019 Apr 2019 May 2019 Jun 2019 Aug 2019 Jan 2020

“True Login” “Build&Crypt” “Sender Inbox” “Office 365 Page 2020”

$300 Subscription Not For Sale

EOP ▶Sender Bot

ATP ▶ZeroFont ▶ ▶BaseStriker ▶ZeroFont.v2 ▶ ▶CiteUnseen

✅ EMAIL ▶Office Alert ▶HaaS

WEB ▶Email Autofill ▶Animation ▶Real Logo and Background ▶Auto Customization

LOGIN ▶Validator ▶Remote Attack and Logoff
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ATP Updates: Signature
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Down
loading 

CSS
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Evolution of an Attack
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OneDriveShareFile Teams Outlook

Protects the Entire Suite
Not just Email

Best Email Security
as reviewed by customers



Has a SPAM-EGY customer 
visited your inbox?
Request a free trial.

avanan.com/spam-egy

Best Email Security
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Request a free trial.

avanan.com/spam-egy


