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Your payment method for Office 365 Business has been changed.
Invoice is ready.

Sign in to the Office 365 Admin Center to pay your invoice.

View this message in the Office 365 Message Center

To customize what's included in this email, who gets it, or to unsubscribe, set your Message Center preferences.

Edit Release Preferences. Choose the release track for your organization. Use these settings to join First Release if you
haven't already.

Microsoft respects your privacy. To learn more, please read our Privacy Statement.

There is no action you need to take to prepare for this change, but you might consider updating your user training and
S?ﬁM-EGY.Gﬁ notifying your help desk.

Microsoft Corporation
One Microsoft Way
Redmond, WA, USA 98052
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Integrated Cloud Email (ICE) Security Architecture

1

Post-delivery Protection (CESS)

=Ny

EOP ATP

Pre-inbox, Inline Protection (SEG)
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Layers of Defense

P B O B B

Known Threat  File and URL Office 365 | G Suite Customer Specific ~ Customer Specific  Customer Specific
Feeds Sandboxing Tools Indicators of Attack Internal/BEC ML False Positive ML SaaS Events
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Known Threat  File and URL Office 365 | G Suite Customer Specific ~ Customer Specific  Customer Specific
Feeds Sandboxing Tools Indicators of Attack Internal/BEC ML False Positive ML SaaS Events
I

How did this known malicious URL bypass ATP?

Bypass EOP - 1DOCTYPE hinls BaseStriker

<html> avanan.corm/attacks
<head>

Bypass ATP <base href="https://domain.com">

</head>

EMAIL Message <body> o o . _

But by splitting the URL, the <a href="malicious/link">link</a> gets through.

</body>

® URL </html>

4 This becomes a highly-correlated indicator of attack.
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The Business of Credential Harvesting

5 > T

Bypass EOP

Bypass ATP

Convincing EMAIL

Convincing Webpage

Password/Login Handler
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SPAM-EGY Office 365 "True Login” Release History

Oct 2018 Jan 2019 Feb 2019 Apr 2019 May 2019 Jun 2019 Aug 2019 Jan 2020
“True Login” | “Build&Crypt” “Sender Inbox” “Office 365 Page 2020”
$300 Subscription Not For Sale
EOP » Sender Bot
ATP » ZeroFont »BaseStriker [PZeroFont.v2 P CiteUnseen
EMAIL  pOffice Alert PHaaS
WEB » Email Autofill P Animation »Real Logo and Background  »>Auto Customization
LOGIN  |»Validator P Remote Attack and Logoff
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= Microsoft

You have successfully restored access to your account.

You will now be redirected to the login page.

Thank you,

The Microsoft account team.
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IJ Office 365

Update your mailbox.

within the next 24 hours, [] will be blocked

from incoming and outgoing messages from other users
because you failed to update your mailbox.

Please note this will be the last reminder before your mailbox
will blocked from our system. I

UPDATE HERE

Office-365 hope to serve you better.
Regards,
The Mail Team

Microsoft respects your privacy
To learmn more, please read our Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052
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Update your mailbox. ]

within the next 24 hours, [] will be blocked

from incoming and outgoing messages from other users
because you failed to update your mailbox.

Please note this will be the last reminder before your mailbox

will blocked from our system. 5

https://mail yandex.com/

UPDATE HERE

1

Office-365 hope to serve you better
Regards,
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UPDATE HERE =

Office-365 hope to serve you better
Regards,
The Mail Team

Microsoft respects your privacy
To learn more, please read our Privacy Statement.
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052
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IJ Office 365

Update your mailbox.

within the next 24 hours, [] will be blocked
from incoming and outgoing messages from other uisers

because you failed to update your mailbox. Back Alt+Left Arrow
Please note this will be the last reminder before
will blocked from our system.

yrward Alt+Fight

Reload Ctrl+R

Save a% Ctrl+S
UPDATE HERE Print... Ctrl+P
Cast...

Translate to ay =i

Office-365 hope to serve you better. js Block JavaScript
Regardg, @ EditThisCookie
The Mail Team
@ DM Integration Module »
View page source Ctrl+U
Inspect Ctrl+Shift=I

Microsoft respects your privacy
To learn more, please read our Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052



(8] C:/Users/lord/Desktop/doc/Update your mailbox. 17 html (Getting Started) - Brackets

File Edit Find View Navigate Debug Help Emmet

U<font id="»x »XOCgGZ</ font>p<font id="x »X0CgGZ</font>d<font id= »X0CgGZ</font>a<font id=
id= >X0CgGZ</font>e<font id="x >X0CgGZ</font> <font -id= X0CgGZ</font>y<font id="xv">X0CgGZ</f
LA id= >X0CgGZ</font>u<font id="xv">X0CgGZ</font>r<font id="xv">X0CgGZ</font> <fon >X0CgGZ</f

id=""x >X0CgGZ</f

lettr.htn id
>X0CgGZ</ T

rt
Je
Q.
|

nt>a<font id="» =EOC§GZ' font>i<font id= »KOCgGZ:‘fﬁnt>1:for

J="xv" >X0CgGZ</ f¢
index.ohp id= >X0CgGZ</font>o<font id="xv">X0CgGZ</font>x<font -+id= >X0CgGZ</ font>.<fon
id= >X0CgGZ</font>

t
a o
"

Ny
‘épiatcyourrnaﬂbox.360887'fw;

Undate vour mailbox. 173360 . html! <br>
<p> br
font id= ynX0Z7U</ font><br><font id= nXOZTU</font>w<font id= nXBZTU</ font>i<font id= »nNXOZ7U</ font>t<font

/[font>i<font id= >nX0ZT7U</font>n<font id="xv">nX0Z7U</font> <font id="xv">nXOZ7U</font>t-

7
TU</font>e<font id= >nX0Z7U</font> <font id="x nXOZ7U</font>n<font id= >nXBZ7U</font>e
TU</font>t<font 1id= >nX0ZT7TU</font> <font 1id= nXOZT7U</font>2<font id= >nXBZ7U</font>4
id= nXOZTU</font>h<font id= >nX0ZTU</font>o0<font id="x >nX0Z7U</font>u<font id= >nXBZ7U</font>r
id= >nXOZTU</Tont>,<font 1id= nX8Z7U</font> <font id="x nX0Z7U</fTont ]
/font>w<font id= nXBZ7U</font>i<font id="x NXOZTU</font>1<font id= >nXBZTU</font>1
t
t

i d

Eﬂcnﬂckedn.:-: 1d=""x ‘nXCZTU‘”fOHI’h'fﬁPT id=""x snX0O
1d= >nX0Z7U</font>h<font id="x >nX0

index.htn 1d=""» >nX0Z7U</font>x<font id="x >nX0
i >»nX0Z7U</font> <fon
>nX0Z7U</font>s<fon
1d=""» >nX0ZT7U</ font> <fon
id=""x »nX0Z7U</

t ot

"

L main.css

>[E-mail Address]<font
id= >»nXOZTU</font>b<font id= nX8Z7U</font>e<font id="x nXOZT7TU</fon font id= nXOZ7U</font>b<fo
/font>1<font 1id= »nXOZTU</font>o<font id="»x nX0Z7U</font>c<font ids= nXOZT7TU</font>k<font ids= nXBZ7U</fontre<fo
[font>d<font »nXOZTU</font> <font id= nXOZ7TU</font>
ynXBZ7U</ font><br><font id= »nXOZTU</font>f<font id="»x nXOZTU</ font>r<font id="»x »nX0Z7U</font>o<font

ont> <fon

h “H

(a2 e B o B o |
|
=]

’ >
(O]
~
-~
[ ==

*
a

nXOZTU</fon
nNXOZ7U</fon

id=""x nX0Z7U</ font>s<font id="»x »nXOZ7TU</font>e<font qd= nXBZTU</ fontoref
id=""x »NXOZTU</ font>
font 1id= ynXBZ7U</ font><br><font id=""x »NXBZTU</font>b<font id="»x snXBZ7VU</fontr>e<font id= »NXOZ7U</ font>c<font

id= >nX0Z7U</ font>a<font 1id= >nXOZTU</ font>u<font Fd="xv">nX0Z7U</font>s<font id="»x nXOZ7 t>e<font id= >nX0Z7U</font> <fo

id= >nX0ZT7U</ font>y<font 1id= >nXO0ZT7U</font>o<font rd= >nXBZTU</font>u<font id="x >NXOZ7T t> <font id= >nXBZ7U</font>f<fo

id="xv">nX0Z7U</font>a<font id="xv">nX0Z7U</font>i<font id= >nX0Z7U</font>1<font id="» nX0O t>e<font id="xv">nXBZ7U</font>d<fo

</font> <font id= >nXBZTU</Tont>u«
T
t
t

id= nX0Z7U</font>m<font 1id= >nNXOZT7U</font> <font id="x »nXBZTU</font>i<font id="x nXOZTU</font>n<font id="x »nXBZ7U</font>c<fo

id= >nX0Z7U</font>o0<font id="» nXOZ7U</font>m<font id= >nXBZ7U</font>i<font id= >nX0Z7U</font>n<font id= >nX0Z7U</font>g<fo

3 nX0Z7U</font font 1id= nNXOZTU</font>a<font id="x >nXBZTU</font>n« nX0Z7U</font>d<font -id= >nXBZ7U</font> <fo

id= >nX0Z7U</font>o0<font 1id= nX0Z7U</font>u<font id= >nXBZT7U</font>t<fo nX0Z7U</font>g<font 1id= >nXBZ7U</font>o0<fo
nX0Z7U</font>i<font 1id= >nX0Z7U</font>n<font 1id= >nXBZTU</font>g<f nX0Z7U</font font id= >nXBZ7U</font>m<fo
nX8Z7U</font>e<font 1id= >nXOZTU</ font>s<font id="xv">nXBZT7U</font>s« nX0Z7U</font>a<font id= >nXBZ7U</font>g<t
nXBZ7U</font>e<font id="xv">nX0ZTU</font>s<font id= >nX0Z7U</font> nX0Z7U</font>f<font id="x >nX0Z7U</font>r<fo

d= >NXOZTU</ font>o<font id="x »nXOZTU</ font>m<font id= >nX0Z7U</font> »nXOZTU</font>o<font id= font>t<fo

d= nX0ZT7U</ font>h<font id="»x NXOZTU</fontre<font dd= nXBZTU</ fontor<f t font id= font>u<fo

t

vs<font id= font> <fo

o ~
+

id= >nX8Z7U</font> <font 1d="x >nXOZTU</font>t<font id="xv">nX0Z7U</font>o<font id="x nX0
>nX0ZTU</Tont>p<font id="» >NXOZTU</font>d<font 1id= >nX0ZTU</font>a<font id="x >nXOZ font>t<font -id= >nXBZ7U</font>e<to
>nXO8Z7U</font> <font 1id="» >NXOZTU</font>y<font id="»x nXBZ7U</font>o<font id="x nXOZ7U</font>u<font id= r<fo
id="» nXOZ7U</font> <font 1ids= »nXOZ7TU</font>m<font id="»x nXBZT7TU</font>a<font id="x nX0Z7U</font>i<font 1id= »L<fo
2 B “MATIN ‘£ -y . | = £ - i b J J “ VAT - A - £ . A 3 J “MATN £ -~ £a -~ 2 o “ VAT - £ eoad 2 4 £
Line 53, Column 278 INS UTFg v Spa



=) Most 5-Star RENNS

as reviewed by customers

ZerofFont

<style>
#xv

color: transparent;
display: none;
height: 0O;
max-height: 0O;
max-width: O;
opacity: 0;
overflow: hidden;
mso-hide: all;
visibility: hidden;
width: O;

<font id="xv">nx0Z7U</font>U<font id="xv">nx0Z7U</font>p<font id="xv">nx0Z7U</font>d<font id="xv">nx0Z7U</font>a
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id="xv">nx0Z7U</font>i<font id="xv">nx0Z7U</font>I<font id="xv">nx0Z7U</font>b<font id="xv">nx0Z7U</font>0 <font
id="xv">nx0Z7U</font>x
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ZerofFont

Microsoft's Natural Language Filters see:

nx0Z7UUnx0Z7Unx0Z7Udnx0Z7Ua nx0Z7Ut nx0Z7Uenx0Z7Uynx0Z7Uo nx0Z7Uu nx0Z7Ur
nx0Z7U m nx0Z7Ua nx0Z7Uinx0Z7UInx0Z7Ubnx0Z7Uo nx0Z7Ux

You see:

Update Your Mailbox
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SPAM-EGY Office 365 "True Login” Release History

Oct 2018 Jan 2019 Feb 2019 Apr 2019 May 2019 Jun 2019 Aug 2019 Jan 2020
“True Login” | “Build&Crypt” “Sender Inbox” “Office 365 Page 2020”
$300 Subscription Not For Sale
EOP » Sender Bot
ATP » ZeroFont > »BaseStriker P>ZeroFont.v2 P » CiteUnseen
EMAIL  pOffice Alert pHaaS
WEB P Email Autofill P Animation »Real Logo and Background  »>Auto Customization
LOGIN  »Validator P Remote Attack and Logoff
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ATP Updates

« 2018 October Release
« 2018 December 31

« 2019 February 2

« 2019 April 23

« 2019 April 29

e 2019 June 9

e« 2019 June 29

« 2019 August 3

« 2019 November 3
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ATP Updates: ZeroFont

<br>

<br>

<br>

<p>© 2019 Mi<font id="xv">[[Company]]< font>cro<font id="xv">{[Company]]</font>sof<font id="xv'">[[Company]]<font>t Corp<font id="xv">
[[Company]}< font>orat<font id="xv">{[Company]}</font>ion. All ights reserved. |Ac<font id="xv">[[Company]]<font>cept<font id="xv">[[Company]]
</font>able Use Po<font id="xv">[[Company]]<font>k<font id="xv">[[Company]]<font>cy | Pr<font id="xv">[[Company]]<font>1v<font id="xv">
[[Company]]<font>acy No<font id="xv">[[Company]]</font>ti<font 1d="xv">[[Company]]</font>ce <p>

<div>

</htm>
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ATP Updates: CiteUnseen

Random Text in <cite> code

<cite>n9UDBNakdai</cite>O
<cite>n9UDBNakdai</cite>f
<cite>n9UDBNakdai</cite>fi
<cite>n9UDBNakdai</cite>c
<cite>n9UDBNakdai</cite>e
<cite>n9UDBNakdai</cite> 36
<cite>n9UDBNakdai</cite>5

Microsoft Sees:

NO9UDBNakdaiONn9UDBNakdaifnQUDBNakdaifin9
UDBNakdaich9UDBNakdaienQUDBNakdai
36n9UDBNakdaib

You See:

Office 365
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ATP Updates: CiteUnseen

Introduction of email and company nhame makes each email unique.

<cite>n9UDBNakdai-user@company.com&Company</cite>0
<cite>n9UDBNakdai-user@company.com&Company«</cite>f
<cite>n9UDBNakdai-user@company.com&Company«</cite>fi
<cite>n9UDBNakdai-user@company.com&Company</cite>c
<cite>n9UDBNakdai-user@company.com&Company</cite>e
<cite>n9UDBNakdai-user@company.com&Company«</cite> 36
<cite>n9UDBNakdai-user@company.com&Company</cite>5
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ATP Updates: CiteUnseen

character &#8207 converts reading direction right-to-left

<cite> & N9QUDBNakdai-user@company.com&Company</cite>0
<cite> & N9QUDBNakdai-user@company.com&Company«</cite>f
<cite> & QUDBNakdai-user@company.com&Company«</cite>fi
<cite> & NQUDBNakdai-user@company.com&Company«</cite>c
<cite> & N9QUDBNakdai-user@company.com&Company«</cite>e
<cite> & N9QUDBNakdai-user@company.com&Company«</cite> 36
<cite> & N9QUDBNakdai-user@company.com&Company</cite>5
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ATP Updates: BaseStriker

<!DOCTYPE html>
<html lang="en">
<head>

</head>
<body>
This malicious <a href="https://domain.com/malicious/link">link</a> is blocked. </body>
</html>

<!DOCTYPE html>

<html>

<head>

<base href="https://domain.com">

</head>

<body>

But by splitting the URL, the <a href="malicious/link">link</a> gets through.
</body>

</html>
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ATP Updates: Signhature

From: "Redacted.com”
To: David.Smith@redacted.com
Subject: David Smith Urgent: Your Account Termination Request

<IDOCTYPE html> <head> <I---====---- This Letter By SPAM-EGY ICQ: @SPAMEGY -—-—-—-—-—-—- —- >
<body>
<div>
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SPAM-EGY Release Video Channel
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Bypass Technigues o
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History
Uploads PLAY ALL = SORTBY
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F e O t u r e S alert i not have telegram i use office365 page 2020 by spam update inbox 2020 by spam Send inbox to office365 by new update in sender inbox
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